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Summary

Aspiring Cybersecurity Specialist with strong knowledge of network fundamentals, Linux
systems, and cybersecurity basics. Skilled in SIEM tools like Splunk and familiar with web
security standards such as OWASP Top 10. Experienced with web application testing using
Burp Suite and basic Python scripting for security tasks. Eager to develop advanced
technical skills and contribute to a security-focused environment.

Education

AAST Bachelor's Degree
Cybersecurity

3.5

¢ https://aast.edu/en/index.php

Currently pursuing a Bachelor's Degree in Cybersecurity at AAST, with a strong focus on
Penetration Testing, Networking, and Malware Analysis. GPA: 3.5.

Skills

Penetration Testing

killed in performing network and web application penetration tests to identify
vulnerabilities and recommend solutions.

0000

Ethical Hacking, Burpsuit, Nmap, ffuf, sqlmap

Malware Analysis

Ability to dissect and analyze malware behavior.
ee000

Static Analysis, Dynamic Analysis, Reverse Engineering

Linux Administration

Proficient with Linux environments and security hardening.
XX X Xe

Ubuntu, Kali Linux, Bash Scripting

Network Fundamentals

Good understanding of networking concepts including TCP/IP, OSI model, and basic routing.
o000

TCP/IP, OSI Model, IP Addressing, Subnetting

SIEM Monitoring (Splunk)

Experience using Splunk for monitoring, detecting, and analyzing security events.
ee000

Splunk, Log Analysis, SIEM, Threat Detection

OWASP Top 10 Awareness

Familiar with major web application vulnerabilities as outlined in the OWASP Top 10.
0000

XSS, Sql Injection, Idor, SSTI

Programming & Scripting

(Basic knowledge of Python, Bash scripting, C, Java, HTML, CSS.)

0000

Python, Bash Scripting, C, Java, HTML, CSS, Scripting for Cybersecurity, Security Automation

Certifications

Fortinet Certified Fundamentals in Cybersecurity
Fortinet

Red Hat System Administration I
Mahara-Tech
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